How-to Set TLS Options in Internet Explorer 9 and 10
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This page can't be displayed

Turn on SSL 3.0, TLS 1.0, TLS 1.1 and TLS 1.2 in Advanced settings and try connecting to
https://jkodirect.jten.mil again.
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How-to Set TLS Options in Internet Explorer 9 and 10

The Joint Knowledge Online (JKO) LMS requires that the “TLS” options be enabled in Internet
Explorer.

Begin by opening MS Internet Explorer.
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Tools = Internet Options

Click on the

“Tools” menu and
then select
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Windows Update menu, click on the gear image
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Internet Options
General Tab and Advanced Tab
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Internet Options Internet Options

General |5ecurity | Privacy | Content | Connections I Programs | Ad'u'ancedl | General | Security | Privacy | Content | Connections I Progrﬁl Advanced
Settings
To create home page tabs, type each address on its own line. =] accelerated graphics
Gbout:blank] n [] use software rendering instead of GPU rendering™
@ Accessbility
- [] Always expand ALT text for images Select the
[] Enable Caret Browsing for new windows and tabs “ ”
[ Use current ] [ Use default ] [ Lse blank [] Move system caret with focus/selection changes Advanced” tab
histor [7] Play system sounds
d v [7] Reset text size to medium for new windows and tabs
- te Eegmfargoﬁlesr history, cookies, saved passwords, [T reset zoom level for new windows and tabs
. | web form information. -
Internet Options (=] Browsing
eiiel e Fers) Delete browsing history on exit Automatically recover from page layout errors with Compz
Initially displays [7] Close unused folders in History and Faverites™®
the “General” tab Delete... ] [ Settings ] Disable script debugging (Internet Explarer)
[¥] Disable script debuaaing (Other) i
4 1 P
Change search defauits, | '
*Takes effect after you restart Internet Explorer
Tabs l Restore advanced settings ]
— | Change how webpages are displayed in Reset Internet Explorer settings
—] tabs. Resets Internet Explorer's settings to their default Resat
condition. =
Appearance
‘You should only use this if your browser is in an unusable state.
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]
@ Some settings are managed by your system administrator. @ Some settings are managed by your system administrator.
[ Ok, ] [ Cancel ] Apply QK | [ Cancel Apply
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Internet Options Advanced Tab

If you are at a DoD workstation, only your
Uncheck the boxes help desk will be able to adjust your Internet
for “SSL 2.0” and Explorer TLS settings.

On the “Advanced”
tab scroll down to
locate the “Security”

“SSL 3.0”

ER== & -7 ]
Check the boxes

for “TLS 1.0”, “TLS

1.1” and “TLS 1.2”

settings

ecurity I Privacy | Content | Connections I Programsl Advanced |_

| Empty Temporary Internet Files folder when browser is de =
| Enable DOM Storage

% Security

[ allow active content from CDs to run on My Computer*

Allow active content to run in files on My Computer™ Enable Integrated Windows Authentication™

[ Allow software to run or install even if the signature is inv: Enable native XMLHTTF support

[T Blodk unsecured images with other mixed content L~ R tScreen Filter

Check for publisher's certificate revocation | UsessL 2.0

Chedk for server certificate revocation™ [ use 551 3.0

Check for signatures on downloaded programs Use TL5 1.0

[ Do not save encypted pages to disk Use TLS 1.1

[] Empty Temporary Internet Files folder when browser is de Use TLS 1.2

Enable DOM Storage EI “acoaberT cortificate address mismatch™

Enable Integrated Windows Authentication™® [ warn if changing between secure and not secure mode H

Enable native XMLHTTP support Warn if POST submittal is redirected to a zone that does n

[ Enable SmartScreen Filter El ™
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*Takes effect after you restart Internet Explorer *Takes effect after you restart Internet Explorer
[ Restore advanced settings ] [ Restore advanced settings ]
Reset Internet Explorer settings Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Resets Internet Explorer's settings to their default

" Reset... o Reset...
condition. condition.
‘fou should only use this if your browser is in an unusable state. ‘You should only use this if your browser iz in an unusable state.

@ Some settings are managed by your system administrator. @ Some settings are managed by your system administrator.
~_
ok || cancel || appy ok | ]) cancel Apoly

Click the “OK” button to save your selections and you are
11/21/2014 done. >




